


Russian domains .RU and .P® in 2013

.RU domain .P® domain

There are 4-9 million domain names in .RU domain There are 0.8 million domain names in .P® domain

In 2013 domain RU increased by 65 1 .7 thousand do- In 2013 domain P® increased by 3 1.7 thousand domain
main names, a growth of +1 5 . 3% names, a growth of +4. 1%

1 -8 million domain names were registered in 2013 230. 6 thousand domain names were registered in 2013

.RU domain is 6th in the world (among national TLDs) .P® domain is the 1st in the world (among IDN ccTLDs)

.RU domain is 4th in Europe (among national TLDs) .P® domain is 16th in Europe (among national TLDs)

34 domain names per 1000 citizens — penetration of .RU 6 domain names per 1000 citizens — penetration of .P®

domain domain
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Mikhail MEDRISH

Chair of the Coordination Center Council

Dear colleagues!

You are holding in your hands the fifth edition
of final analytical report “Russian Domain Space
2013: Outcomes and Development Prospects”
prepared as part of the Coordination Center’s
promotion and research activities. As usual we
would like to share with you the information we
gathered, tell you about our observations and
conclusions, offer our point of view on what is
happening in the world and Russian Internet.

Many events took place in 2013 that influenced
development of Russian and world domain
space and Internet in general. All of them are
included in our report. I'm sure that the report
will be of interest to our audience and everyone
will be able to find something useful and impor-
tant.

Best Regards,
Mikhail Medrish
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Andrei KOLESNIKOV

Director of the Coordination Center

Dear friends!

For the domain industry all over the world
2013 was a year of big changes: the program
of new top-level domains, suggested by ICANN,
has begun it’s functioning in the real domain
space. An important result of the year for all

of us is the participation in the program of one
more Cyrillic domain .AETU (“children”). Do-
main has successfully passed all stages of the
evaluation and is expected to start functioning
in 2014.

Over recent years, Coordination Center has
paid a lot of attention to the problems of infor-
mation security, formation of favorable Inter-
net environment, tackling the cyberthreats.
Our new project “Netoscope” has become one
of the reliable tools in this fight; largest Runet
companies are involved in it’s function today.

Sincerely yours,
Andrei Kolesnikov
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Russian domains in global rankings

In 2013, the .RU domain held its sixth place in terms of the very good result, because 2013 was not the best year for the
number of registered country code top-level domains majority of TLDs: Even the global leaders reported a dramatic
(ccTLDs). But its growth rate was the third largest, which is a decrease in growth

Top 20 ccTLDs by end of 2013
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Top 10 TLDs by end of 2013

120!\111.8 1550% .RU continued to hold its place in the top 10 of the world’s
100 43% 464% -50% largest TLDs and is currently #10 in the world ranking. The
-40% penetration of .RU domain names is not very high (34 per
£ 80" 15Cy'30% 1,000 population), but it is higher than the year before (30).
60 oot o °L20%
2% 2% 2% 3% ° ~10%  RU holds fourth place among country code domain names in
407 oo o o © 0% Europe, where .DE has held the leading place for years. .P®
201 15.2 -19% --10%  retained 16th place in the European leaderboards, behind the
10.810.610.4 98 --20%  Czech Republic but ahead of Montenegro, where .ME do-
0-

~.30%  mains position themselves as public rather than country code

.com .tk .de .net .cn .uk .org .info .nl .ru .
domains.
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o Year-over-year growth (2013/2012), (%)
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Top 20 European ccTLDs by end of 2013
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Absolutely all of the largest domains reported declining mains. Starting in January 2014, new TLDs registered within
growth in 2013 compared to 2012, and .INFO showed a very ICANN’s New gTLD Program will launch open registration.
steep decline in the number of domain names for a second Users will be able to choose between more domain zones,
straight year. The year 2014 will be a very risky period for and there is no guarantee that most of them will register with
many traditional domains, but especially so for public do- the traditional domains.

Year-over-year growth in the largest TLDs
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Russian domains in the global domain space

Registrations in generic TLDs in CIS and Baltic countries
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In all ex-Soviet countries, major part of the domain names are .com.ua, .org.ua, .kiev.ua; there were 665,380 third-level do-
registered in the country's own ccTLD, with Ukraine being the main names in Ukraine's UA by the end of 2013. This means
only exception. Until quite recently, Ukrainian ccTLD registry that, while Ukrainian TLD is, in fact, second largest in CIS and
did not allow second-level registrations except for trademark Baltic countries, over 80% of its domains are registered at the

owners and body corporates. The major part of users were third level.

only able to select a third-level domain name - e.g. in



Largest generic TLDs in Russia and worldwide

How domain registrations in Russia are divided between TLDs in 2013

78.8%

The number of Russian registrations in other gTLDs that are
present in Russia is low, at slightly more than 8%. This is at-
tributed mostly to the fact that users can choose between
two country code domains, .RU u .P®, and a growing number
of Russian users opt for one of these ccTLDs rather than a for-

eign one.

.RU
PO
.COM
NET
.ORG

INFO
.BIZ

0.3%

The Coordination Center for TLD RU/P®, webhostinginfo.com

The most popular generic TLD in Russia is .COM (5.5%), which
is fully in line with the global trend: .COM has been the
largest TLD in the world for years, with 111.8 million regis-

tered domains by the end of 2013.

Percentage of registrations in ccTLDs and gTLDs by countries in 2013
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Internationalized TLDs worldwide

A notable event took place in 2013: The first non-Latin domain
names joined the group of internationalized country code top-
level domains (IDN ccTLDs), which were the first step toward
creating a new global domain space, within ICANN’s New gTLD
Program. By the end of 2013, there were 11 such domains, in-
cluding two Cyrillic ones: .CAWT and .OH/IAH. They are de-

signed for Russian, Ukrainian, Belarusian, Bulgarian and other

TLD Country Language/Script
pd Russia Russian/Cyrillic
=R1E| China Chinese/Chinese Simplified
aig Taiwan Chinese/Chinese Simplified
Sk §g?euablic of Korean/Hangul
Sk Hong Kong Chinese/Han Simplified
gb, Qatar Arabic/Arabic
cpb Serbia Serbian/Cyrillic
adsyusl  Malaysia Arabic/Arabic
i psa ) Saudi Arabia  Arabic/Arabic
Ka3 Kazakhstan Kazakh/Cyrillic
&msLL  Singapore Chinese/Han
G Sri Lanka Sinhala/Sinhala
2331 Algeria Arabic/Arabic
Brime Singapore Tamil/Tamil
@eomiend  Srilanka Tamil/Tamil

users of the Cyrillic script. In all, there are 51 IDNs in the world,

including 41 IDN ccTLDs.

Iran, Ukraine and Mongolia registered three new IDNs using
their native language scripts (two of them use the Cyrillic
script) in 2013. Four domains of Bangladesh, Georgia, Pakistan

and Sudan are awaiting delegation in 2014.

Annual

2012 S 2013
780 084 31705 811789
283 484 -8 931 274 553

84 108 82741 166 849
91 408 -31161 60 247
16 903 15 16 918

16 728 16 728

6 841 -3 038 3803

1998 31 2029

1870 88 1958

1943 -342 1601

244 -39 205
19 0 19
9 7 16
14 1 15
5 0 5

Use of national languages on the Internet

An interesting fact that was not directly connected to domain
space development was reported in 2013: According to

W3Techs, a company that presents statistics and trends in the
usage of content languages, Russian surged ahead of German
in online use in March 2013, becoming the second most used

language on the Web (after English). The company has com-

piled these surveys since 2011 and has dispelled many myths,

in particular, about the alleged popularity of Chinese as a con-
tent language. As of December 31, 2013, Russian was used by

6.1% of the total number of surveyed websites and Chinese by
3.4%.



.RU and .P® ccTLDs
and the Internet
growth in Russia
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.RU TLD

Growth in .RU
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By the end of 2013, .RU had 4,912,125 domain names, an in-
crease of 651,724, or 15.3%, year on year. The absolute
growth figure is almost the same as in 2012 (647,389), but

it is 2.6 percentage points smaller percentage point-wise.

The growth rate of .RU is among the highest for both the
largest ccTLDs and gTLDs. The growth rate of the global do-
main space has slowed. For example, the growth of .COM
slackened by almost 1.5 percentage points compared to 2012,
and the total growth rate of all generic domains fell 1.3 per-

centage points.

By 15 April, 2013, .RU had 4,500,000 domain names. The pre-
vious landmark — 4,000,000 domain names — was reached on
September 17, 2012. In 1994 to 2007, .RU registered
1,000,000 domain names. The figure doubled in the next two
years, from 1,500,000 on June 24, 2008, to 2,000,000 on
March 22, 2009. In September 2010, .RU had 3,000,000 do-

main names.

The combined figure for .RU and .P® reached nearly
6,000,000 in late 2013. This means that country code domain
names are popular with national users, and also points to a

high rate of Internet development and penetration in Russia.

Despite a minor decrease in the growth rate, the number of
delegated domains has grown from 90.8% of the total in late
2012 to 92.4% on December 31, 2013. In all, 4,540,244 .RU
domain names were delegated in 2013. Of these, 45.3% were
working websites, with 24.2% of domain names either parked
or hosting websites currently under construction. Only 5.8%

of .RU domain names were used for redirecting purposes.
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Growth in .P®
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In 2013, .P® increased by 31,704 domain names and reached
811,788 by December 31. This rather unimpressive growth
rate was compensated for by a substantial increase in the
number of delegated domain names (by over 4 percentage
points). Moreover, the deletion of .P® domain names that
were registered during the rush demand in the first two
months of registration (November and December 2010) did
not affect the domain for the first time in its history: The

growth rate remained positive throughout the year.

This means that .P® is stabilizing. On the one hand, the dele-
tion of the domain names registered during the rush demand
in 2010 is almost complete, and the 2013 deletions have not
affected the stabilized growth rate of the domain. On the oth-
er hand, the number of delegated domain names has been
growing very fast, which points to a growing demand for the

.P® domain and its more frequent use.

.P® holds 16th place among the European ccTLD leaders.

Of the total, 78% of .P® domain names were registered by
private individuals and 22% by legal entities; 51% of .P® do-
main names were registered two or more years ago (44.6%

for .RU domain names).

.P® is almost totally free of malicious activity, whereas over
300,000 .RU sites are potentially dangerous. Unexpectedly,
the reason is that the .P® domain does not support email
service, which is the main carrier of malware and phishing let-
ters. However, the Coordination Center for TLD .RU/.P® has
been negotiating the introduction of email service on .P®
with major email clients and service providers. Support for

email addresses in .P® would boost its volume by 20%.

11
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.RU and .P® in Russian Domain Space

A comparison of the .P® and .RU domains shows that .P® has
fewer working websites than .RU, but the gap is decreasing.
.P® websites are becoming more popular in Russia and are
likely to be used even more frequently when several new

Cyrillic domain zones are registered in 2014.

Distribution of domain names .RU
and .P® used for redirect by TLDs
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The proportion of domains with working websites in P® is two
times smaller than in .RU, primarily because .P® was only
launched a few years ago. The proportion of domains with
websites currently under construction is almost the same on
.P® as on .RU, but .P® domain names are used for redirecting

purposes more often than .RU domains (10.9% versus 5.8%).

The number (and the proportion) of delegated domain names
grew in .P® over the past year, along with the number of do-
main names with working websites, which increased from
151,306 to 183,130 (up 31,804) or from 19.4% to 22.5% (up
3.1 percentage points). This is fresh proof of the growing pop-
ularity and use of Cyrillic domains. The popularity of .RU by

category of names has not changed compared to 2012.

Many of the .P® domain names registered during the rush de-
mand in November and December 2010 were later deleted.
Only 244,424, or 40.9%, of the 597,669 names registered in
November have been renewed. Of the 86,526 names regis-
tered in December, only 27,391, or 31.7%, have been re-
newed. In all, 684,195 domain names were registered in No-

vember and December 2010, but only 271,815 (39.7%) have

been renewed.

Delegated domain names in RU and .P®
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Growth: internet-users and domain names in Russia
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The growth rate of Internet audiences in Russia took a plunge
in 2012. All Russian regions that had the conditions for Inter-
net penetration now have access to online resources, but
penetration in the other regions will take longer. Analysts

agree that the growth of Internet usage is directly connected

Length of .RU and .P® domain names
A

to the growth of the domain space, and so the growth of the
domain market will only increase after a new breakthrough is
made in organizing broadband access in outlying and sparsely

populated regions of Russia.
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Information security in .RU and .P® domains
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The Netoscope project began collecting data in November
2012 at about the same time as the research platform for ag-
gregating data on malicious activities was launched. At the
end of 2013, there were as many as 1,204,582 domain names
suspected of adverse activity at least once between Novem-
ber 2012 and December 2013. All the domains were included
in a database according to the data provided by the project
participants. The database has doubled over the course of the

project and continues to grow. Domains involved do not get

Malicious domain names in Runet
by category (by end 2013)
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v Total number of domain names in the Netoscope database, (min)

removed but are used for further research. Currently, the do-
main names for which the most adverse activities (phishing,
malware and spam spreading) have yet to be confirmed ac-
count for some 22% of the database. These domain names
make up a risk group and continue to be on close inspection.
The number of “offenders” — the second-level domain names
that were confirmed to be involved in malicious practice and
are still included in the register — was 3.7% for the .RU domain
and 0.5% for .P®.

Malicious domain names in Runet
by category (by end of 2013)
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Information security in .RU and .P® domains

Fighting cybercrime in Russian
domains in 2013
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Delegation resumed after necessary amends were made
to mitigate the reason for suspending

Suspended domain names
Domain names that were not suspended

Sources: The Coordination Center for TLD RU/P®, Group-IB

Reports of malicious activities in
Russian domains 2012 vs 2013
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The majority of the domain names in the database were sus-
pected of spreading malware. For .RU and .SU, spreading mal-

ware prevails, while for .P®, it is phishing.

Kaspersky Lab, RU-CERT and Yandex remain the main sources
of data on malicious usage. All these companies are now ma-
jor participants in cyber security research and malicious activi-
ty prevention on the Russian Internet. The Netoscope data-
base includes only domain names involved in suspicious activ-

ity, regardless of their content.

Group-IB is another participant in the Netoscope project. The
group exposes violators under an agreement with the Coordi-
nation Center for TLD .RU/.P®. Group-IB deals with preventing
the illegal use of .RU and .P® domain names, which includes
phishing, unauthorized access to data systems, spreading ma-
licious software and management of networks on infected

computers.

Over 12 months last year, the registrars received some 2,315
reports from Group-IB. As many as 2,187 domain names were
refused delegation, with 114 unblocked upon request of CERT-
GIB.

Phishing sites account for the biggest share in violating do-
mains (41.2%). Malware-spreading resources make up 33.3%.
The least popular activity among the violators was botnet
controlling. Still, the proportion of such domains (25.5%) is
significantly higher compared to 2012.

Comprehensive monitoring of the Russian .RU and .P® do-
mains allows for a gradual reduction in the general level of
hazardous activity and the prevention of violations on the

Russian Internet.
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Technical Center of Internet as technical platform of Russian domain space

In 2013, three new DNS centers serving the domain areas in
Russia began operations. The new stations were opened in

Singapore, Sao Paolo and Kharkiv. Now the DNS network of
the Technical Center of Internet contains 18 stations in nine

Russian cities, Europe, Asia and the Americas.

The opening of new stations increases the reliability and ac-
cessibility of the DNS network and reduces the response
times for the .RU, .SU and .P® domains. The new DNS station
in Singapore took over some of the workload related to re-
quests by users from Indonesia, China, South Korea, Japan,
Pakistan and many other Asian and Pacific countries. Thanks

to the new station, the DNS network in Asia and the Pacific
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has become faster and more reliable, with the workload even-
ly distributed between the new station and the station in
Hong Kong, which opened in 2011. IPTP Networks provides
for connectivity between the Singapore station and other

Asian stations.

The opening of the first DNS station of the Technical Center of
Internet in South America (Sao Paolo, Brazil) is due to the in-
creased number of inquiries from the region in the past year.
Inquiries from South American users will now be processed
significantly faster. The partners of the project in Brazil are
NIC.BR and PTT.BR.
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Domain names per registrar in .RU and .P®, 2013
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Sources: The Coordination Center for TLD RU/P®, statdom.ru

As of December 31, 2013 there are 26 registrars accredited in
RU and P®. Thus, now all accredited registrars provide services

in both national domains.

In 2013 2 new registrars were accredited in domains .RU and
.P®, namely “ARDIS” LLC from Kaliningrad and AxelName JSC
from Saint-Petersburg. Also in 2013 one of the oldest Russian
registrars, Caravan Telecom, CJSC, was accredited to work in
.PO.

Another one of the oldest Russian registrars, Ltd. “Relcom.
Business Network”, stopped providing domain names registra-

tion services in TLD .RU/.P® in May of 2013.

By the end of 2013 top 5 largest registrars were serving 86.2%
of the registered domain names in .RU and 88.1% registered

domain names in .P®.

The leader of the market continues to reduce its share. After
fusion of two largest registrars in 2012, shares of the united
registrar decreased in .P® from 53.2% in 2012 to 51% in 2013,
in .RU from 48.8% to 44.9%. Market share of the third largest

registrar grew by almost 3 percentage points in .P® and almost

8.5%

REG.RU . Registrator

. Naunet

Others (<3%)

. Hosting Community (Ru-Center)
. Hosting Community (RO1)

Regtime

4 percentage points in .RU. This suggests that market shares of
the largest registrars have redistributed: smaller registrars did-

n’t take part in this process.

In 2013 registrars together with Coordination Center continued
the fight against illegal online resources. Informational-analyti-
cal resource “Netoscope” that deals with net security issues
appeared on the net in autumn 2013. Participants of the proj-
ect send information concerning information security to the re-
source; the site visitor can in real time generate reports on the
types and number of malicious resources discovered at the
moment, check domain on malicious activity. Registrars started
to actively use information coming from project’s base for op-

erative neutralization of malicious domain names.

Altogether “Netoscope’s” base contains information of over 1.2
million domain names in .RU, .P®, .SU. AlImost 30% are non-ex-
istent domain names, that is, those that have been caught in
malicious activity and removed from the registry by their ad-
ministrators or registrars. For comparison, when “Netoscope”
started to function, September 2013, share of removed domain
names was 21,5%. This growth demonstrates that a set of

measures to clean Runet from malware is gradually paying off.
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Russian registrars W,
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Distributed registration system in major ccTLD

Leaders in the average number of domain names served by
one registrar are: Russia (.RU), China (.CN), Australia (.AU) and
Germany (.DE) with ~189 thousand, ~100 thousand, ~69
thousand and ~56 thousand domain names respectively. Pre-
vious study conducted in 2011 showed same leaders, but the
average number of domain names served by one registrar
was considerably lower. For instance, in Australia number of
domain names served by one registrar increased by 14 thou-

sand, in Germany — by 6 thousand, and in Russia — by 75 thou-

sand. For most national domains this number does not ex-

ceed 15 thousand domain names.

The most concentrated markets of registration and service of
domain names are domain markets of Russia, Australia,
Poland, and the least concentrated — the UK, France and Bel-
gium. Almost everywhere there is geographical distribution of

accredited registrars.

Number of registrars in the largest ccTLDs (2013)
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Coordination Center’s social
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Coordination Center’s social and marketing programs W,
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2013 Infoforum

The Coordination Center sponsored the 2013 Infoforum, a national forum on informa-
tion security that took place in Moscow. The Infoforum was attended by Andrei
Kolesnikov, Director of the Coordination Center, who spoke about the research coopera-
tion between Internet companies and website development within the Cyber Security

project.

RIF+CIB 2013

The Coordination Center supported the RIF+CIB 2013 Conference as an official partner.
Expert of the Coordination Center Mikhail Yakushev moderated the discussion on Inter-
net-related legislation and Internet technology. The section also covered the participa-
tion of industry experts in legislation. Apart from the discussion panels, the Coordina-

tion Center also handled the branding of some conference sections.

The 5th Russian Internet Governance Forum (RIGF-
2013)

Experts at the forum discussed topical issues on the global and Russian agenda regard-
ing Internet governance, including borders and legislation on the Internet, human rights
in cyberspace, electronic government, cyber security and children’s Internet. Dr.
Stephen Crocker, an Internet veteran and ICANN Board Chair, addressed the forum and
was given an award for his merits by the Coordination Center. Another debut at the fo-

rum was the public presentation by the Russian branch of the Internet Society (ISOC).

TLDCON 2013

6th International Conference for ccTLD registries and registrars of CIS and Eastern Eu-
rope took place on Crete, Greece. The main objective of the conference is to engage
representatives of the international registrar community in discussion on topical issues
related to the development of the Internet. The conference was attended by over 130
representatives of national registries and registrars from 24 countries. The participants
discussed the introduction of new upper-level domains and domains in national lan-
guages, registration rules for domain names, cyber security and legal aspects of network

usage.

VI Russian Internet Week (RIW-2013)

The Coordination Center was a RIW partner in the forum’s business area. Its representa-
tives made presentations as part of the business program and took part in a number of

roundtable discussions.



“Explore Internet - Govern It” online game

IO CHAAR g

T —Ynea e . . .
BIAR M1 During the Russian Internet Forum and Internet Business Conference, over 50 people par-

ticipated in a contest called “Explore Internet — Govern It” held by the Coordination Center
for TLD RU/P®. The main prizes were awarded to three participants who made it to the fi-

nals after competing for three days.

The finals were held in the fall of 2013, when the Coordination Center for TLD RU/P® and
Rostelecom summed up the results of the second national “Explore Internet — Govern It”
contest and named the winners, who received certificates and valuable prizes, such as

ASUS Nexus 7 and teXet TM-7043XD tablets.

“Explore Internet — Govern It” is a social and educational project aimed at improving Inter-
net literacy in Russia. The contest is designed for children, school and university students.
In 2013, over 450 schools took part in the team tournament, and over 4,500 students from

across Russia signed up for the individual tournament.

Promoting .RU and .P® domains

Advertising .RU and .P® domains Media coverage

The Coordination Center ran a 15-second radio ad on 10 sta- Over 500 articles on the Coordination Center were published by

tions, including Europa+, Radio 7, Nashe Radio, Finam FM and
Business FM, to raise awareness of .P® domains and show how
simple and intuitive it would be to use the national domain. The
ad reached almost 3 million people, with an audience of

2,080,000 in Moscow and 825,000 in St. Petersburg.

Netoscope Information and Analytics Project

‘Growth of the Netoscope database
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Russian and foreign media in 2013. Russia’s major news wires,
such as ITAR-TASS, RIA Novosti and Interfax, picked up almost

every news story published on the Coordination Center’s web-
site. Over 600 Russian and foreign IT journalists have signed up

to receive the Coordination Center’s news.

Launched in September 2013, the Netoscope online project
publishes news, analytics and research highlights on Internet
security, focusing on the .RU, .P® and .SU domains.

Netoscope is part of an effort to promote a research platform
that was established by the Coordination Center in 2012 to col-
lect data on malicious resources. The platform currently counts
Group-IB, Coordination Center, Kaspersky Lab, Mail.ru, Rostele-
com, RU-CERT, Technical Center of Internet and Yandex among
its members. Project participants share information, which
means that the project receives malware data from a number
of sources.

The website can be used to generate reports on the type and
occurrence of malicious resources based on impartial and veri-
fied data and to find malicious domains. The project is current-
ly available in the Cyrillic domain at HeTockon.pd, as well as in
the .ru domain at netoscope.ru.
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3aKoHYMAN MexayHapoaHOo-npaBoBoi dakynbTeT MTUMO MW/, CCCP. Bosrnasnan lopuguye-
CKMe CyKBbl pAAa TENEKOMMYHWUKALMOHHbIX U IT-komnaHwit (Global One, HTB+, Microsoft
Russia, SAP CIS). B 2004-2006 rr. — aupekTop [lenaptameHTa npaBoBoro obecneyeHns
MunuHpopmesasu PP. C 2010 r. — npeacesatens Coseta MUP-LieHTpa.

C 2007 no 2010 roa — npeaceaatens Coseta KoopAUHALMOHHOTO LEHTpa.

http://cctld.ru
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KOOPANHALIMOHHDBIN LIEHTP
HALMOHANbHOIO JIOMEHA
} CETW UHTEPHET
123242, Mocksa, yn. 3oon10rnuyeckas 4.8

Ten.: +7 499 2548894, dakc: +7 499 2548963
e-mail: info@cctld.ru  http://cctld.ru
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